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2. Rule 769 and its Comment .

The Supreme Court adopted Rule 769 on April 20, 1989, upon recommendation of
its ad hoc “Rule 764 Committee.” The committee’s report is attached as Exhibit A.
The Court’s charge to the committee arose from disbarment proceedings captioned
as In re Berry and Gore, 1985PR00043, M.R. 352, federal rulings that found that
Messrs. Berry and Gore had a valid Fifth Amendment privilege against creating
and producing certain law firm records, and a recognition that access to such law
firm records is necessary to protect the public from unscrupulous attorneys who
had been disciplined (Exhibit A, at pages 3 - 4). The purpose of the Committee’s
Rule 769 proposal was to implement a required recordkeeping rule that would limit
the validity of an attorney’s claim of privilege against self-incrimination to avoid
producing law firm records (Exhibit A, at pages 12-14).

Rule 769, as adopted in 1989, requires an attorney to maintain certain practice-
related records. Paragraph (1) requires maintenance of records of the client identity
and whereabouts and whether the representation is ongoing or concluded. Those
records are critical to the effective and ethical operation of a law office, including
conflict screening, managing client matters, and succession planning. Paragraph
(2) requires maintenance of practice-related financial records for seven years,
which also supports the efficient management of a firm, including the handling of
client funds.

Effective April 1, 2003, on recommendation of the ARDC, the Court amended
Rule 769 and adopted the comment. The amendment allows maintenance of
records as “originals, copies or computer generated images.” The Comment states,
in part: “This amendment gives attorneys the option of maintaining records in
forms that save space and reduce cost without increasing the risk of premature
destruction.” The Comment also provides certain examples of storage media that
could then meet the seven year retention requirement applicable to documents
required by paragraph 2 and those that would not. The ARDC agrees with the
ISBA that those examples are outdated and no longer provide useful guidance.
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3. IRPC Recordkeeping Requirements

Long after the 2003 amendment of Rule 769 and the adoption of its comment, the
Court amended the IRPCs to provide up-to-date guidance to lawyers about use of
technology. Generally, the IRPCs only require that an attorney make reasonable
efforts to utilize technology. The rules and their comments also provide guidance
to lawyers in the use of technology. These principles would appear to apply to the
use of technology in the maintenance of documents required by Rule 769, except
to the extent to which those principles may be found to conflict with more specific
terms of Rule 769. Existing IRPC requirements are described below and are
referred to hereinafter as “IRPC Recordkeeping Requirements.”

Rule 1.1 (Competence), Comment 8, amended October 15, 2015, eff. January 16,
2016, provides that an attorney “...should keep abreast of ...the benefits and risks
associated with relevant technology.” More specifically, Rule 1.6(e)
(Confidentiality) provides that an “attorney shall make reasonable efforts to
prevent inadvertent or unauthorized disclosure of, or unauthorized access to ...”
information made confidential by that rule.

Comment 18 provides that such inadvertent or unauthorized access or disclosure
does not constitute a violation of Rule 1.6(e) “...if the lawyer has made reasonable
efforts to prevent the access or disclosure.” Comment 18 provides list several
factors to be considered:

Factors to be considered in determining the reasonableness of the lawyer’s
efforts include, but are not limited to, the sensitivity of the information, the
likelihood of disclosure if additional safeguards are not employed, the cost
of employing additional safeguards, the difficulty of implementing the
safeguards, and the extent to which the safeguards adversely affect the
lawyer’s ability to represent clients (e.g., by making a device or important
piece of software excessively difficult to use). A client may require the
lawyer to implement special security measures not required by this Rule or
may give informed consent to forgo security measures that would otherwise
be required by this Rule. Whether a lawyer may be required to take
additional steps to safeguard a client’s information in order to comply with
other law, such as state and federal laws that govern data privacy or that
impose notification requirements upon the loss of, or unauthorized access to,
electronic information, is beyond the scope of these Rules.
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5. The ARDC’s Concerns

The ARDC recognizes that the existing comment to Rule 769 and indeed the rule
itself would benefit from amendment, to either update its terminology or to defer to
IRPC Recordkeeping Requirements. The ARDC is concerned that certain aspects
of the ISBA proposal may conflict with the existing IRPC Recordkeeping
Requirements and may not provide sufficient practical guidance for Illinois
lawyers.

a. Proposed Comment may Conflict with IRPC Recordkeeping Requirements

The proposed comment conflicts with certain IRPC Recordkeeping Requirements.
As noted in Section 3 above, Rules 1.1, 1.6, and 5.3 require generally that a lawyer
keep abreast of the benefits and risks associated with technology and make
reasonable efforts to use technology in a way that complies with the IRPCs. Thus,
the Court’s standard is reasonableness. As a matter of professional responsibility,
no Illinois lawyer can be held to a more exacting standard.

The ISBA’s proposed comment would depart from reasonableness standard and
present the profession with a different standard: an “industry standard” test. Under
the ISBA’s proposal, an attorney may use “industry standard technology” that has
“a reasonable likelihood” of providing necessary access capabilities to records for
at least seven years. The ISBA proposal does not however, define “industry
standard.” Critically, it does not even define the industry whose standard would

apply.

As noted in Section 4 above (“ISBA Technology Guidance”), recent ISBA ethics
guidance declines to provide specific cloud storage guidance as technology is
changing rapidly. The “reasonable likelihood” document access standard is not
found in the IRPC or Rule 769. Rather, the rule and its current comment require
maintenance of those documents without such a “reasonable likelihood™ access
standard. Rule 769 serves important policy and practical purposes, as stated in
Section 2 above (“Rule 769 and its Comment”). A lawyer’s failure to maintain
these records could defeat the public protection goals of the required
recordkeeping. The failure to maintain these records could impair the ability of an
attorney to identify clients, to manage the representation of those clients, and to
avoid conflicts of interest.
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In contrast, IRPC Recordkeeping Requirements do provide practical guidance and
protection for Illinois lawyers. Comment 8 to Rule 1.1 provides that a lawyer
should keep abreast of technological advances and use reasonable efforts to protect
confidential information. Rule 1.6(e) provides that a lawyer must make reasonable
efforts to prevent improper disclosure of confidential information. Comment 18 to
Rule 1.6 provides substantial guidance to attorneys and includes the statement that
“The unauthorized access to, or the inadvertent or unauthorized disclosure of,
information relating to the representation of a client does not constitute a violation
of paragraph (e) if the lawyer has made reasonable efforts to prevent the access or
disclosure.” In sum, the ISBA proposal would substitute an undefined industry-
standard and “reasonable likelihood™ test, which do not appear consistent with the
Court’s existing reasonable effort test.

The ARDC is not voicing these concerns to maintain a basis to discipline a lawyer.
A comment does not form a basis for discipline (IRPC, Scope, par. 21). Indeed,
Rule 769 itself is a procedural rule and, standing alone, would not be a basis for
discipline. In re Karavidas, 2013 1L 115767, par. 79.

b. Proposed Comment May Conflict with Rule 769

The scope of the proposed comment may be read to apply to records beyond those
required by the Rule 769. The proposed comment begins with the statement that
““...this rule addresses the obligations of attorneys and their ability to use digital
media or other electronic forms to store their records.” In fact, Rule 769 and its
existing comments relate only to the limited records required under Rule 769, not
all practice-related records, such as client files. Maintenance of records of a law
office is already governed by the reasonableness standard as provided in Rules 1.1,
1.6, 5.3, and 1.15, as noted above. It is unclear whether the comment is intended to
related records, such as client files. The comment does not indicate clearly that its
reach is limited to records required by Rule 769. Ambiguity might arise from
providing guidance in a comment to a procedural rule that might conflict IRPC
Recordkeeping Requirements.
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April 18, 1988

The Honorable

Thomas J. Moran

Chief Justice

Illinois Supreme Court

838 N. Western Avenue

P. 0. Box 432

Lake Forest, Illinois 60045

RE: Rule 764 Committee

My dear Chief Justice:

On behalf of your Rule 764 Committee, I am pleased to submit the
enclosed report for the Court’s review and comments. We present

this report to you in the following sections to facilitate your
easy and unburdened access:

1) Background. This section provides you with a
summary of our Committee’s activities from formation
through submission of this final report.

2) Progosed Illinois Supreme Court Rule 764. “Duties of a
D1501p11ned Attorney and Attorney Affiliated with the
Disciplined Attorney”



























































































































