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A law firm or company is always 
searching for that needle in a 
haystack. The ability to find a 

good candidate is something that all com-
panies desire. The process of conducting 
interviews and searching for resumes can 
become tedious. Reviewing resume upon 
resume is not the most exciting process to 
be taken, but it is an important first step 
of the hiring process. The process does 
involve many factors that must be con-
sidered. Those doing the hiring for their 
firms/companies, and their recruiters, have 
a pivotal role in the ultimate success and 
profitability of their firm/company by vir-
tue of their ability to help make the right 
hiring decisions for them. 

Recruiters must have the ability to 
weed through resumes leading to a poten-
tial interview. This article will go over cer-
tain processes that have assisted recruiters 
along the way—Also what to look for in 
a resume, what questions to ask during a 
phone interview. The types of interviews 
that can be conducted with a potential 
candidate and the type of questions you 
are able to ask to get the information that 
you are looking for during a face to face 

interview will also be addressed.
During my research I have learned, 

and understood, that the resume with the 
most experience shown is not always the 
right fit for the position. Many factors are 
to be considered before you actually con-
duct the interview. The first is that you, the 
recruiter, must know exactly what position 
you are sourcing. If you do come across 
a resume that peeks your interest, make 
sure you fully understand the require-
ments for each position. A good way to 
assist you in this process is to make a short 
list of the requirements for each position. 
After creating that list, a good recruiter 
should have a solid understanding of what 
position a candidate is better suited for in 
the law firm. 

When reviewing a resume, you must 
consider certain factors. One thing to 
consider is “Have you seen this resume 
before?” More often than not, you will 
come across the same resume for each 
open position. Candidates have a ten-
dency to apply for multiple positions 
within the same firm/company. Another 
is reviewing the education. Does the can-
didate meet the education requirements 
for your law firm? Is there an education 
requirement for your position? These are 
things that you must consider before you 
initiate the next step. 

Look at the candidate’s most recent 
employment. Are you familiar with the 
firm/company listed? How long has the 
candidate worked there? What were the 
responsibilities of the candidate for each 
position? These are questions that you 
must consider when reviewing the quali-
fications of a candidate. When reviewing 
the job history of a candidate you must 
also take into account the consistency of 
the resume. Look for gaps in the resume. 
Are the years in order? Does it jump from 
2003 to 2006 as the next position held? 
What happened during those three years 
on the resume? If you see gaps and many 

inconsistencies on the resume, that should 
be a red flag. You want to come across a 
resume that shows a consistent employ-
ment history in an order that is easy to 
follow. Research has shown that recruiters 
prefer not to guess and wonder what the 
candidate was doing for those three years. 
If you are interested in the resume, you 
should conduct a phone interview. You 
then have the opportunity to inquire as 
to what the candidate was doing during 
those three years. 

You must also take this into consid-
eration: Does the person fit the require-
ments that you are looking for? The belief 
is the less information provided by the 
applicant, the more likely he/she may not 
be contacted for a phone interview. If you 
come across a resume that lists one to two 
tasks for each position the candidate has 
worked, would that be an individual you 
want to interview? If the person can not 
take the time to list all of his/her respon-
sibilities on the resume then why would 
you waste the time to contact him/her? As 
harsh as that may sound, remember you 
are looking for that needle in a haystack.

Presentation and layout of the resume 
you are reviewing: Why is that important? 
What you are searching for can vary for 
each position that you are considering to 
fill. Sometimes the simplest words listed 
on the resume can give you an idea of 
the candidate’s work ethic. Words such 
as hardworking, experience, dedicated, 
resourceful will give you an idea of the 
type of candidate you are recruiting. With 
any entry level position that you are look-
ing to fill, you may not be too worried 
about the presentation and accuracy of 
the resume. The higher the position the 
candidate is applying for, the more impor-
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tant the layout of the resume comes into 
play. Something that certain recruiter’s 
look for with each resumes is a cover letter: 
Many hiring managers are very big fans of 
cover letters. Why, you might ask? A cover 
letter is an introduction to the candidate. 
It will explain to you what type of person 
you will be interviewing and what experi-
ence the candidate brings to the table, 
within those two to three paragraphs. For 
a candidate that is looking for a position, 
a cover letter can go a long way to selling 
their skills and experience to the recruiter. 

The next step in the process is to con-
duct an interview with the candidate. 
As a recruiter, there are many types of 
interviews that can be conducted with 
the candidate. The most common are the 
telephone interview and the face to face 
interview. Firms or companies also con-
duct other types of interviews based on 
the position they are looking to fill. A Panel 
interview would involve a number of inter-
viewers interviewing one candidate. There 
is also a Group interview that consists of 
more than one candidate being involved 
in the interview. Most sales companies use 
this method of interviewing. 

As another option, interviewers con-
duct Stress and Behavioral interviews with 
the candidate. Stress interviews tend to 
create an uncomfortable environment. 
The interviewer would ask situational 
or off the wall questions such as “What 
is your favorite vacation place?” to get a 
gauge on how quick on his feet the can-
didate can think. With a Behavioral inter-
view, a candidate will be asked questions 
that will place him/her in difficult situa-
tions or demonstrate behavior from his/
her past employment. 

Certain recruiters are particular about 
asking Behavioral type questions dur-
ing the interviewing process. It gives a 
recruiter an idea of what the candidate 
can offer in terms of adaptability or self-
management skills. Will the candidate be 
a team player, organized, dependable? Or 
will the candidate fold in pressure situa-
tions? With conducting a Behavioral inter-
view, certain types of questions should be 
asked. Open-ended questions, that require 
the candidate to answer more than just 
a yes or no, and “why” questions should 
be asked to give you a little insight into 
the level of motivation the candidate pos-
sesses, decision making abilities, and past 
behavior. Past behavior is a good indica-
tion of future behaviors. 

Before a recruiter begins to conduct an 
interview, he/she must be fully aware of 
the employment laws. Laws are in place to 
protect candidates from such discrimina-
tion as their race, religion, sexual orien-
tation, and disability. You must be fully 

aware of laws that protect the candidate. 
Recruiters have, unfortunately, failed to 
remember such rules. There are many 
types of questions that you can ask, and 
many questions that you are not allowed 
to ask such as about the candidate’s fam-
ily, disability, age, and national origin. 
Attorneys and hiring personnel should be 
certain to familiarize themselves with the 
appropriate, federal, state and local laws 
and/or themselves, as would lay people, 
consult with employment counsel in this 
regard before undertaking to recruit indi-
viduals for the firm.

You have now had the opportunity to 
review resumes. You have begun to weed 
out the resumes that you do not want to 
consider for the position and the ones 
that have peeked your interest. You had 
the opportunity to discuss the different 
types of interviews that can be conducted. 
Before you decide to bring these candi-
dates in for a face to face interview you 
would want to conduct a phone interview 
or a “phone screen”. Telephone interviews 
are a way for you to eliminate the less 
qualified candidates that do not fit the 
position. 

Conducting a phone interview gives 
the recruiter an opportunity to see if the 
experience the candidate possesses is a 
good fit for the position. Why would some-
one want to do a phone interview first you 
might ask yourself? The reason is simple: 
to consider if you want to bring someone 
in directly to the office for a face to face 
interview. Upon doing so, the recruiter can 
then find out that the candidate you con-
ducted the phone screen interview with 
either did or did not match your expecta-
tions especially considering the qualifica-
tions that you reviewed from their resume. 

The idea is that you basically do not 
want to waste your own time nor the time 
of the candidate. How long would you 
consider that the phone interview should 
last? The common length of time to con-
duct a phone interview is between 10 to 
12 minutes, and often, normally double 
this amount for professional candidates. 
This may seem long, but it is worth it. In 
that time frame, you are able to garner 
enough information about the candidate 
to make you want to consider a face to 
face interview. It can also vary depending 
on the position you are filling. Recruiters 
occasionally conduct phone interviews 
that last 30 minutes or more. In these situ-
ations, the recruiter was able to establish a 
good rapport with the candidate. The can-
didate was able to answer every question 
and gave examples for each answer. 

A common question that is asked is 
how long a recruiter needs to stay on the 
phone with someone that you know is 

not qualified. After being on the phone 
with the person, you generally get the 
idea within the first two minutes of the 
conversation if the person will be a good 
fit for your law firm/company and the 
position. A recruiter will take into account 
what answers the candidate gave to the 
questions and how professional the per-
son was with you over the phone. Will the 
candidate show the type of enthusiasm 
you expect for the position? That will not 
always be the case for each candidate 
you phone interview, unfortunately. It 
becomes a judgment call based off of your 
notes and the experience that person has 
provided. Then there are times when you 
come across a candidate that blows you 
away on the phone, and when he/she 
comes in for the face to face, the candidate 
turns into the biggest disappointment—
like the 2006 Chicago Bears and their 
Super Bowl run. While it does happen 
more times than you’d like, if you take the 
time to really weed out those candidates 
on the phone, the chances of you running 
into that type of candidate diminish. 

What type of questions should be 
asked during a phone screen? The types 
of questions that a recruiter will typically 
want to ask are basic questions that give 
him/her enough information about the 
candidate and his/her experience. “What 
made you respond to the ad?” or “How did 
you come to learn about this position?”, 
“Can you tell me about your work experi-
ence?”, “Describe your responsibilities?” 
These are a list of simple questions that 
you can ask over the phone. The plan is to 
get the candidate to do all the talking and 
not have him/her answer with only yes or 
no answers. 

A recruiter will also have the ability to 
ask probing questions during the inter-
viewing process. You want the person to 
talk, but to not control the conversation. 
Remember the candidate is trying to 
impress you and make you consider him/
her for at least an opportunity to come 
in for a face to face interview. You should 
always ask the candidate to list their 
strengths and weaknesses and if there 
is something that they wish to improve. 
Everyone tries to be honest with their 
answers when it comes to that question. 
What if someone states that they do not 
have a weakness? You will definitely come 
across an individual that will say that they 
do not have a weakness, and to those 
individuals you might want to ask them 
to really think about that question. More 
often than not, they actually do have a 
weakness, and either the candidate is not 
aware of it, or he/she does not wish to 
share it with you. 

A question that a recruiter can pose to 
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all candidates over the phone: “If the posi-
tion was to come down to yourself and 
another individual, and the both of you 
have the same amount of experience and 
skill set , why would we chose you over 
the other candidate?” It forces the candi-
date to think on their feet immediately 
and give you an answer, whether it will be 
a good answer or bad. You get a sense of 
their reaction to the question and are able 
to determine how the person reacts under 
pressure. 

Once the phone interviewing has con-
cluded with the resumes that have been 
sourced from the job boards, or by any 
other forms of recruiting. It is now time to 
decide which of the candidates you wish 
to bring in for a face to face interview. 
It is during this interview that you have 
the ability to decide if the candidate will 
be able to complement the rest of your 
department. You will now have a better 
opportunity to gauge the skill level of the 
candidate and see if he/she will benefit 
the law firm/company. 

During an interview that a fellow 
recruiter conducted in the past, the 
candidate was very nervous the entire 
time. Each question the recruiter asked, 
he would stutter with his response. The 
recruiter did his best to make him feel 
more at ease during the interview, but 
unfortunately it did not work too well. The 
one thing to bear in mind when conduct-
ing an interview is to make the candidate 
comfortable and more relaxed. If the per-
son is not comfortable with you, then he/
she will be very nervous and probably will 
not perform to the best of their abilities 
during the interview. Try to start the inter-
view by asking the candidate questions as 
simple as “How is the day going?” or “What 
do you think of the weather today?” Real 
basic and simple questions tend to make 
the candidate feel more at ease during 
the interview. While creating a comfort-
able atmosphere, you are also creating a 
rapport with the candidate. Establishing 
certain rapport will allow you and the can-
didate to be more comfortable during the 
interviewing process, and can get rid of 
those butterflies from his/her stomach.

There are basically five types of ques-
tions that a recruiter can ask during an 
interview. Ask the candidate questions 
about his/her background in reference 
to the schooling that he/she received. 
Ask questions about past/current work 
experience so that you can receive more 
detailed information on the tasks and 
responsibilities the candidate completed. 
A recruiter may also choose to pose hypo-
thetical work related questions to deter-
mine how the candidate will handle him/
herself in existing situations. Behavioral 

questions will asses the ability of the can-
didate to respond to situations that the 
position may present to them. The person 
that conducted the phone interview may 
or may not be the same person that con-
ducts the face-to-face interview. The type 
of questions that were asked during the 
phone interview can also be asked during 
the face-to-face. 

An interviewer must be fully prepared 
for the interview. The recruiter must know 
the open position well and the firm/
company’s entire benefits package and 
any incentives the firm/company offers. 
You will be asked questions about the 
firm/company and its benefits, so be pre-
pared to answer those types of questions. 
During the interview you want to get as 
much information from the candidate as 
possible. If you are the one that conducts 
the phone interview, you will have much 
of it already, but it is always good to ask 
those questions again as a refresher. 

As you are conducting your face to face 
interview, remember you have the ability 
to ask more leading questions: “Working 
on your own doesn’t bother you?” You 
also have the opportunity to ask more 
open ended questions “Tell me about a 
time when you had to stick by a decision 
you had made, even though it made you 
very unpopular?” “Describe a time you had 
to work with someone you did not like?” 
“Can you think of a situation in which a 
new course of action was needed? What 
did you do in this situation?” These types 
of questions will allow you to determine if 
the candidate can develop new solutions 
to work-related problems, and also give 
you the chance to probe into the person-
ality of the candidate. It gives you an idea 
of how well the candidate can work with 
other co-workers and his/her decision 
making abilities. 

Continue to keep the interview struc-
tured. Asking questions like: “What makes 
you stand out from others?” “If you stayed 
with your current firm/company, what 
would be the next step for you?” Asking 
these types of questions gives you a better 
understanding of the type of employee 
you’d be getting. Remember that you are 
the one that must be in control of the 
interview. Even though you want the can-
didate to be the one doing all the talking, 
you must be aware that they can not be 
the one that dictates the interview. That is 
your responsibility. 

What happens if a recruiter does lose 
control of the interview? You can do one 
of two things: First the recruiter can stop 
the person in the middle of the interview 
and say to them that “we seem to be get-
ting a little off track”, and ask them a ques-
tion that would relate to the position such 
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Retention of e-mail: Why bother?

By Michael D. Gifford, Howard & Howard Attorneys, P.C.

Does your firm need a policy for 
managing retention and preser-
vation of e-mail? YES; even the 

smallest organizations are wise to invest 
the time and effort to craft such a policy.

Many lawyers will tell you that “I cannot 
guarantee that you will not be sued; the 
best I can do is put you in position to win 
if you are sued.” With changes in federal 
law regarding the use and exchange of 
electronic data in lawsuits, which became 
effective last year, a well thought out 
plan for managing retention of e-mail, in 
advance of any suit, is a necessary element 
of that positioning.

It is also good business.
E-mail has become an accepted way 

of doing business, communicating with 
friends and family, and sharing news, polit-
ical views, recipes and just about any other 
type of information that can be named. In 
many work places, personal use of busi-
ness e-mail is at least tacitly tolerated, if 
not officially condoned. Most employers 
are aware of the need for a policy govern-

ing e-mail use and the need to make clear 
that employees have no expectation of 
privacy in e-mail sent across the employ-
er’s systems.

But many employers, large and small, 
have still not settled on a policy for retain-
ing e-mail. As attorneys, particularly if 
we communicate with clients and other 
counsel by e-mail. This is a glaring weak-
ness. By default, retention decisions are 
often made by individual employees, 
resulting in a patchwork of inconsistent 
retention practices within an organization. 
If asked, management often cannot con-
cisely describe exactly what the employ-
ees are doing or what is being retained. 
Many attorneys have e-mail routed to an 
assistant’s mail box, which can result in 
inconsistent retention if a uniform policy 
is not adopted. Storage space restrictions 
are often the only limitation. Storage gets 
cheaper every day, prompting some to 
simply buy more capacity, rather than 
analyzing what they are storing and why. 
Acquiring ever greater storage capacity 

avoids the issue rather than addressing 
it. An archiving solution will enable you 
to search and locate retained e-mails in 
the future, but does not address the pre-
liminary question of whether they should 
even be retained.

One size does not fit all. Any policy 
must be specifically crafted to fit the orga-
nization, rather than simply taking a sam-
ple form and hammering or shoehorning 
it into place.

On one extreme, some organizations 
opt to retain everything. For law firms, this 
may be a safe default, but it is not without 
problems. On the other, strict policies with 
short retention periods delete anything 
not specifically saved by end-users. Legal 
arguments can and have been made 
about the value of both approaches. 
Settling on an approach for your organiza-
tion should be a business question, rather 
than a strictly legal consideration. Some 
organizations, and some types of e-mails, 
may have specific retention requirements 
under state or federal law. Any policy 

as “In your present position, what stan-
dards have you set for doing a good job?” 
You have turned the focus back to what is 
at hand and that is the position. The sec-
ond thing a recruiter can do is to redirect 
a question that relates to something that 
they were discussing. It can be as simple as 
“Now explain to me how that would relate 
to the position you are applying for?” 

Other instances when a recruiter can 
lose control of the interview are when the 
candidate begins to go deeper with their 
personal life. The candidate may begin to 
discuss topics of an inappropriate man-
ner. The simple solution is to just redirect 
the focus of the conversation onto some-
thing that relates to the position, or even 
their past work experience. Any personal 
life information the candidate provides 
should not be used when making a hiring 
decision. 

Granted, there will be occasions that 
you will come across a candidate that 
begins to discuss inappropriate behavior 
that relates to a past position. While, obvi-
ously, you should not hire anyone who 
would pose a financial, safety or security 
threat to you, your co-workers, or anyone 

else, remember, as you consider them, 
that, just as in the case of personal infor-
mation, all candidates are protected under 
the same non-discrimination laws, and 
therefore, you must properly weigh and 
assess the information you receive in this 
regard. Thus, in this type of situation, it is 
best to seek the advice of employment 
counsel before taking any action. 

It is important that you ask the same 
questions to all of the candidates you 
interview. Doing so will avoid any unfair 
advantage for one candidate over another. 
Be sure to always take notes during 
the interview. All that information you 
received or jotted down will assist you 
when making your decision. The more of 
a revolving door you have with the can-
didates you hire, the more your law firm/
company will gain a reputation for doing 
so and the more it will be spending to 
find the right candidate to fill the void of 
each failure. Be very conscientious with 
your decision. At the completion of any 
interview, be sure to let the person know 
that you will be in touch. It is always good 
to hand them a business card at the end of 
the interview. 

The process that is laid out is very 
simple. The key is to be prepared and to be 
in control. Know the applicable laws. Know 
the open positions and everything about 
your law firm/company and be prepared 
for anything. Be sure to always make the 
candidate feel comfortable and establish 
a rapport with the candidate. Recruiters 
should also reflect on their easiest con-
versations during their past interviews. 
In doing so, the recruiter will realize the 
conversations that made an impression on 
themselves were the ones that flowed. 

You do not want a candidate that will 
be stuttering and nervous the entire time 
during the interview. The candidate that 
you interview can become the worst inter-
view that walks through the door, or they 
can be the gem that you need. Taking the 
right steps as a recruiter, will help you to 
find that needle in a haystack. 
__________

Toby Paulose studied at Elmhurst College 
and received a bachelor’s degree in Human 
Resource Management. He is currently work-
ing for Freedman, Anselmo, Lindberg, & Rappe 
as the HR Generalist. Prior to that, he was a 
recruiter for three years. 
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should be reviewed for applicable legal 
requirements, but the driving concern 
should be “does this policy benefit the 
business?” A policy on which employees 
are not properly trained, or which is not 
monitored and enforced, may be worse 
than having no policy at all when it comes 
to defending that policy in litigation.

What factors should you consider in 
designing a policy, for yourself or a client? 

1. Business connection: Allowing 
employees reasonable personal use of 
e-mail does not require retaining such 
e-mail. Any retained e-mail should, at a 
minimum, have a connection to the orga-
nization’s purpose and functions. Clearly 
personal e-mail, if allowed, should be read 
and promptly deleted. Generic messages, 
such as “out of office” notices, inquiries 
regarding lunch plans, meeting requests 
and spam or electronic junk mail are simi-
larly subject to deletion.

For attorneys, preservation of client 
communication in some form is prudent, 
but question whether it is necessary to 
keep every e-mail to a client. For example, 
if you utilize e-mail to forward correspon-
dence as an attachment, unless proof of 
transmission is essential, do you need to 
keep both the e-mail and the correspon-
dence?

2. Legal requirements: Some e-mails 
may be subject to state or federal reten-
tion requirements. A “litigation hold,” 
requiring the retention of relevant e-mail 
and other electronic data, arises when 
the organization is either in litigation or 
becomes aware of the strong probability 
of litigation. Retention requirements may 
arise without litigation. Sarbanes-Oxley, 
for example, requires retention of docu-
ments, including e-mails, related to an 
audit or the work of an audit committee. 

E-mails created by government employ-
ees are often subject to either state or 
federal record retention requirements. In 
private workplaces, e-mails may qualify 
as personnel/payroll records, investment 
advice, components of a contract or pur-
chase order or other document subject to 
retention requirements.

3. Burden and cost: At what point 
does it become more cost effective to 
retain everything than to implement a 
retention policy?

4. Ease of implementation: Is the 
policy designed in a way that the end-
users will be able to understand and apply 
it with an acceptable level of training and 
support? Is compliance monitoring practi-
cal at a reasonable expense?

5. Retention period: Absent end-user 
intervention for preservation, how long 
will e-mail be retained? Five years? One 
year? 90 days? Should different end-users 
or persons in designated departments or 
functions have different retention peri-
ods?

6. Guidelines for end-user retention: 
What e-mails should end-users be direct-
ed to affirmatively retain? How and where 
are they retained? At a minimum, e-mails 
subject to legal requirements should 
be retained as required by law. E-mails 
which pertain to a specific project or issue 
should be retained at least until that mat-
ter is concluded. End-users should be 
given specific guidelines for making these 
decisions, not simply told to retain any-
thing they consider important. As impor-
tantly, clear procedures for retention must 
be specified. Whether retained e-mails are 
to be printed and filed as paper, archived, 
retained electronically to something other 
than the general e-mail system or retained 

in some other manner, a procedure must 
be specified.

7. Handling attachments: is an 
attachment to an e-mail, such as draft 
document circulated for review, to be 
retained in the same manner as the e-mail 
to which it is attached? End-users should 
be given clear instruction on standards 
for preservation of such attachments and 
whether they are considered, for retention 
purposes, part of the e-mail or as a sepa-
rate, independent document.

Consideration of these factors should 
reveal that generic, sample policies are 
insufficient, particularly for law firms. A 
policy that fails to consider the specifics 
of the organization is doomed to ultimate 
failure. Drafting a proper retention plan 
will often require input from manage-
ment, ITIIS, legal and document retention 
functions. Each has a role to play in craft-
ing a policy that benefits and supports 
your organization’s goals and contributes 
to your success.
__________

Michael D. Gifford has practiced labor and 
employment law and litigation in Central 
Illinois for over 20 years. Mr. Gifford also advis-
es and consults on matters involving discov-
ery, production and retention of electronically 
stored information, commonly calfed eDiscov-
ery, and has coordinated defense strategies 
and compliance with eDiscovery in several 
federal litigations since adoption of the new 
federal rules. Mr. Gifford is a frequent speaker 
before legal groups and in human resources 
and management seminars, addressing top-
ics including labor and employment topics 
and eDiscovery, and has been recognized as a 
Leading Lawyer in management employment 
representation.

This article was previously published at 
InterBusiness Issues, peoriamagazines.com 
February 2008, pp28-29.

Electronic discovery: Pay now or pay later!

By Alan Pearlman, Esq., “The Electronic Lawyer” ™

Editor’s note: This article previously 
appeared in IICLE Flash Points and in 
American Lawyer Media’s Legal Tech 
Newsletter in 2008.

Electronic communication is tak-
ing over the business world. 
The days of paper documents 

are becoming a faint memory and being 

replaced with e-mail, instant messaging, 
video and VoIP. Although these tools make 
our everyday lives easier, they have the 
potential to become a serious liability for 
your company if not managed properly. In 
Illinois please refer to ILCS 14012 (c). 

Take the famous case of Coleman 
v. Morgan Stanley. In 2004, Coleman 
(Parent) Holdings sued Morgan Stanley 

for fraud in regards to CPH’s sale of its 
stock to Sunbeam Corporation. Whether 
or not Morgan Stanley had known about 
Sunbeam’s fraudulent plan was central to 
the case. Morgan Stanley was ordered to 
reproduce crucial e-mails and when they 
couldn’t do so, CPH was awarded $1.58 bil-
lion in total damages. 

Advanced Micro Devices, Inc. v. Intel 
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Corporation is a more recent example of 
e-discovery disaster. AMD accused Intel 
of not disabling the “auto-delete” function 
on their computer system resulting in the 
disappearance of important company 
e-mails. When Intel was asked to produce 
evidence of e-mail preservation, they 
realized their backup system had failed as 
well. Now Intel’s integrity is being ques-
tioned and the missing e-mails may be 
used as negative evidence. 

So why are companies taking so much 
risk when it comes to electronic com-
munication? One reason is that people 
don’t realize the importance of archiving 
electronic communication until it’s too 
late. You wouldn’t drive a car without car 
insurance would you? Message archiving 
is the same concept: it acts as insurance 
for your firm and protects your firm from 
the unknown. This goes for your clients 
as well.

When it comes to finding the right 
solution for your firm, certain key fea-
tures are a must. The solution must be 
compliant with regulations such as the 
new amendments that were added to 
the Federal Rules of Civil Procedure about 
electronically stored information. This 
means your solution should be able to 
archive, search and retrieve all e-mails in a 
timely matter. Had Morgan Stanley used 

an e-mail archiving solution, they would 
have been able to submit their discovery 
in time. 

On the technical side, an e-mail 
archiving solution should aid in storage 
management. Solutions will provide 
more than 70% reduction in disk storage 
requirement for e-mail. Because archives 
will utilize single instance storage for 
e-mail attachments, it saves space and also 
costs for the company. 

Archiving solutions such as Privacy 
Networks (PNI) PrivacyVault meet compli-
ance requirements and also serves as a 
functional tool for your company. Privacy 
Networks solutions are based on the pat-
ent pending Intelligent Content Engine 
(ICE), designed from the ground up to 
incorporate all forms of digital content.   
PNI’s core proposition is the compelling 
need for a comprehensive Corporate 
Digital Asset Management Solution, not 
just e-mail or IM, but a central data that 
provides rapid access to any digital infor-
mation in a simple, controlled and secure 
fashion. 

Imagine using key words to search 
digital phone logs to find a phone call that 
occurred two years ago, rather than listen-
ing to thousands of hours of recorded 
conversation. Imagine the value added, if a 
Partner could efficiently find and compare 

the key words used during a Partner’s 
phone conversations to the words used 
by less experienced Associates.  Imagine 
being able to perform secure “real time” 
Google like searches across all digital con-
tent; e-mail, documents, instant messages, 
voice, and video for e-Discovery or other 
business purposes.

Privacy Networks provides enterprise-
level archive solutions with midmarket 
affordability and ease-of-use. Privacy 
Networks provides companies with 
management tools that not only protect 
against threats and annoyances but also 
safely store all of your content in a secure 
archive. Just as search engines turned the 
internet into a powerful information tool, 
the Privacy Networks archive solution 
provides your users with a fast, intuitive 
search and retrieval engine for all your 
e-mail. Privacy Networks can be deployed 
as an appliance, hosted service or stand-
alone enterprise software.

With so many benefits, it is amaz-
ing why law firms big and small don’t fit 
archiving into their budgets. It may be 
pricey to implement but in the long-run, 
archiving solutions will save money, time, 
and possibly you, and your client from 
damaging litigation. We should learn from 
the mistakes that other businesses have 
already made and prepare for the future!

How good is your e-mail evidence ?...RPost® Registered 
E-Mail® gives you the courtroom edge!

By Alan Pearlman, “The Electronic Lawyer” ™

Editor’s note: This article previously 
appeared in IICLE Flash Points and in 
American Lawyer Media’s Legal Tech 
Newsletter in 2008.

Today e-mail is as second nature 
to most attorneys and law offices 
as sending a letter or fax. Hardly 

anyone ever thinks twice about send-
ing, receiving or even thinking about the 
content they put into the average e-mail 
message. Most even think a step further 
and really think that an e-mail is just like a 
conversation, i.e., once it’s over the conver-
sation ceases to exist. 

However, as most attorneys will tell 
you, an e-mail is a discoverable document 
that is legal evidence, to be used at any 

trial and for any discoverable purpose. The 
thing that most of us seem to forget is that 
e-mail, unlike our conversation, lives on 
in time and if not kept in the proper pro-
spective, the topic of the e-mail may be of 
such importance to a case or cause the its 
valuable content and facts become critical 
to our proofs in a matter. As a practitioner 
of Family Law, I can attest to the fact that a 
case can be won or lost when challenges 
are made to the truth and veracity of the 
statements in an e-mail or even to a time 
stamp on a document. Many a spouse has 
been faced with the explanation of the 
suspect e-mail in a court of law!

Attorneys should be aware that on a 
day to day basis, business, spouses and 
other lawyers continue to execute e-mails 

without any protections and without a 
proper retention system of records to avert 
a tragic mistake. 

Think for a moment how does one pro-
tect itself from an original e-mail that was 
misquoted; or one that was never read or 
received in the first place? Most say “well I 
ask for a receipt – not good enough – since 
a receipt can be denied to the sender! 
What about actual challenges to the time 
and sending of the e-mail? The list goes 
on and on, but the answers seem to elude 
you! Just remember that with just a few 
simple mouse clicks an original e-mail can 
be changed and represented by oppos-
ing counsel to be the original document! 
The protection of your evidence and legal 
document is more than just mildly critical 
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to your trial and situation, and the recent 
court decisions on the matter have proven 
to be such that you MUST have a reliable 
E-Business system to keep proper records 
of these e-mails, no excuses!

Enter – Rpost® which, over-simplified, 
is stated as a registered E-mail® system for 
your firm. In actuality RPost® protects the 
sender with proof of their entire e-mail 
transaction by providing a registered 
receipt (which IS legally valid evidence) 
that your registered e-mail WAS sent; 
that it WAS received and when that took 
place; and it also verifies the content of the 
e-mail message sent, INCLUDING ALL THE 
ATTACHMENTS!!

If you think that Rpost® could not be 
the standard that your next trial might 
just need, consider this, the Federal 
Government has tested, approved, and 
accredited Rpost® and they use it in their 
arm of Congress known as the GAO 
(Government Accountability Office). 

As for legal opinions most have already 
stipulated that Rpost® Registered E-Mail® 
service meets the federal and state laws 
with regard to evidentiary proof that 
the e-mail has been delivered. And the 
requirement that a document need be 
retained as originally created or sent and 
received will now be able to withstand any 
and all legal challenges with an Rpost® 
Registered Receipt e-mail. 

So, you’re probably wondering, how 
does Rpost® do all this and what can I get 
from it? Well Rpost® is a very simple and 
effective tool, which will provide it’s send-
er with a complete and legally valid series 
of evidence links, as to e-mail authorship, 
content, sending and receiving to any 
e-mail address and a time stamp from 

the atomic clock! You get a digital snap-
shot of the entire delivery transaction, 
including any and all attachments, which 
is protected, compressed and placed 
into a tamper-detectable Registered 
Receipt E-mail that you, the sender, get 
back via e-mail. And there is no need to 
worry since the recipient of the e-mail 
need not have any special software on 
their machine to generate this item to 
the sender. Another very intelligent fea-
ture about Rpost® is that it NEVER EVER 
retains a copy of the original transaction, 
so RPOST® IS NOT subject to discovery!! 
Another noteworthy item is the fact that 
if you desire, you may send the registered 
mail without the recipient knowing that 
you sent it registered, thereby not raising 
the eyebrows of your clients or opposing 
counsel, who may envision a distrust on 
your part, but at the same time giving 
you the proofs you may need, should the 
occasion rear its ugly head!

On the computer of the e-mail sender, 
there is an automatically created folder 
called receipts, which the sender can 
archive according to their preferences. This 
folder contains all the Rpost® registered 
receipts. You can also send, additionally, 
the receipts to another e-mail address 
for either permanent storage or back-up, 
so that if you terminate an employee, or 
they leave or they upgrade their computer 
system you have the copies of the receipts 
that you need. Also, if needed, you may 
tag the e-mail with any type of identi-
fiers, i.e. ID number, client number, or a 
project number, these all allow for faster 
retrieval of the e-mail that you may want 
to recover. 

You also have the ability to forward the 

receipt to any individual who may dispute 
the delivery or content of the e-mail that 
was sent, thereby allowing the person 
complaining to authenticate the delivery 
or the content of the e-mail, by forwarding 
the Registered Receipt e-mail to a special 
address that will verify and regenerate the 
original e-mail and all attachments and 
then returns the original information by 
e-mail to the complainant. You even have 
the ability to put the Registered Receipt 
e-mail on a CD and bring it into the court-
room and allow the judge themselves to 
authenticate the delivery and content of 
any contested e-mail message. 

I have been using Rpost® for all my 
e-communications to both clients and 
attorneys and I find myself with more 
peace of mind about my e-mails or the 
copies of agreements that I frequently 
send out for approval. 

In the final analysis I have come to 
learn that there are many products that 
come and go and the legal technology 
arena, most are good, but then once in a 
while some are really a tremendous boost 
to law offices’ productivity and peace of 
mind. If you do nothing in technology 
for this new year of ’07 or if you can only 
make a few worthwhile purchases for 
the office, I highly recommend that you 
use Rpost® Registered E-Mail® for all your 
most important e-mail communications, 
you will never be sorry and you will only 
have praise for this time saving and worry-
saving element of your legal practice. 

FACTS: You can reach Rpost® on the 
Web at www.rpost.com. 
__________

© Copyright 2008-Alan Pearlman -”The 
Electronic Lawyer” ™ All Rights Reserved

Virtualization and law office computer systems

By Alan Pearlman, Esq., “The Electronic Lawyer” ™

Editor’s note: This article previously 
appeared in IICLE Flash Points and in 
American Lawyer Media’s Legal Tech 
Newsletter in 2008.

Virtualization has been getting a 
significant amount of coverage 
in the IT press. Open almost any 

IT trade publication in the last six months 
and there are numerous articles about 
Virtualization. It brings to mind the movie 
“Multiplicity” or the scientists that are cur-

rently involved in “cloning”. So what is the 
entire buzz about? And what does it mean 
to us, the legal community? 

The fact of the matter is virtualization is 
a 20-year-old technology/concept whose 
roots came from mainframe systems that 
has moved into x86 (PC, server) platforms. 
Wikipedia describes the concept of virtual-
izing servers as “a method of partitioning 
a physical server computer into multiple 
servers such that each has the appearance 
and capabilities of running on its own 

dedicated machine.” 
Each server is compartmentalized 

such that it is completely independent of 
any other virtual server that also resides 
on that physical hardware. Each virtual 
server can run its own operating system 
(i.e. Windows NT, 2000, 2003, 2007, Linux, 
Novell Netware, etc.) and each server is 
completely independent of the other 
servers on the physical server. Several of 
the software vendors have taken it a step 
further enabling portability, movement 
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from one physical device to another, load 
balancing (think of it as clustering on the 
fly) and other features that make it a very 
compelling technology.

So how can virtualization benefit me 
you ask yourself? That becomes an excel-
lent question that we will generalize utiliz-
ing the approximate size of law firm that 
we are dealing with. We will discuss how 
virtualization technology can impact small 
firms (sole attorney to several attorneys 
- no server to five servers), medium size 
firms (10-50 attorneys plus support staff- 
five to 25 servers), and large firms (50 to 
500 attorneys, multiple offices and 25 to 
100s of servers). 

Small Law Firms
What can virtualization do for us? Is it 

cost effective for our size firm? These two 
questions are answered with the words 
– a lot and yes definitely! Virtualization 
can be a cornerstone of a solid Business 
Continuity and disaster recovery plan. Like 
most small businesses, you probably don’t 
have the resources to replicate all your 
systems, With virtualization you are now 
enabled to do so. 

Virtualization is kind of like the early 
days of the World Wide Web…it is a tool 
that enables you to do the same things 
that larger enterprises do for their busi-

ness. Test systems, Replication, Snapshots, 
Quick recovery, and Mobility. On one of 
the PCs or servers, load one of the virtual-
ization software applications and use it to 
create:
•	 A virtual laptop/desktop. If your PC 

crashes, is stolen, or somehow meets its 
demise, you can quickly recover from 
the virtual image loaded on an external 
hard drive, secondary PC or server.

•	 A replication target for your main 
application(s) or systems

•	 Test system – test patches, new appli-
cations, configuration changes

•	 Hardware upgrade – made much sim-
pler and faster

•	 Cost of virtualization software: FREE to 
$1,000s

Medium Law Firms
Jeff McDaniel, VP of Technology at DSN 

Group, commented that mid-tier business 
stand to benefit tremendously using vir-
tualization technology. “One of the main 
benefits is that it enables the IT staff to do 
complex initiatives or tasks without add-
ing staff. Building a solid DR plan, building 
a HA (high availability) environment, load 
balancing, automated failover and creat-
ing a test environment come to mind.” 
And all at price points that make payback 
typically within a year.

Larger or Enterprise Law Firms
For this high end group of players it 

really changes the whole game. You can 
go from managing hardware to managing 
data. If you think about that, that is very 
big. We can reduce the footprint of the 
data center, data center cooling, power, 
power conditioning, and number of serv-
ers managed. 

One of the industry analysts said that 
24% of servers are virtualized today and 
the next step is virtualizing desktops…
and that may prove to have a larger 
impact on cost reduction than server vir-
tualization.

Virtualization is a technology that does 
present some added variables and com-
plexity, but provides features and tools 
that change the status quo. It is a tech-
nology that the legal industry will surely 
embrace and use to better our service to 
our ultimate consumer…the client. In my 
opinion, I think that each person in the 
law firm who has a say in the future of the 
firms technologies should definitely look 
into the process of Virtualization, with an 
eye towards how it can better serve the 
firm in the years to come. 
__________

© Copyright 2008-Alan Pearlman -”The 
Electronic Lawyer” ™ All Rights Reserved.


